FiskalizacijaCheck list
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Napomena! U prilogu se nalaze dodatne upute za
a) Preuzimanje i pohraa verifikacijskogRDC CA root certifikata (str)3
b) Preuzimanjel pohranaaplikativhogcertifikata za fiskalizaciju (str.11)

c) Export certifkata (str.17)
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Preuzimanje i pohranaerifikacijskogRDC CA root certifikata

5 oA &S5 NA2SOA2 LINBoftSY {(22AY LYyGSNYySiG 9ELX 2NBNI A a2l

problem prilikom pristupa stranigittps://mojcert.fina.hr/finacms/, potrebno je prvo preuzeti RDC

CA root certifikat te ga zatim pohraniti unutar Windows Certificate Store

1. Preuzimanje RDC CA root certifikata

hata &s$s SNI A FA L (httpdRdOBra HINGR 2B RIS 68 ya BMIyYWA OS

Internet Explorer:

IgJ http://rde.fina.hr/

fiew Favorites Tools Help
it~ [P Select

| s £ Entrust Authority™ Enrolim... £ FINARA 3% AladdinEtokenPro —OpenSC & | Sugaested Sites v € | Free Hotmall & | web Slice Gallery

I

e Zakon o elektronickoj trgovini

htar za Reqgistre Digitalnih Certifikata (RDC)

! RDC CA root certifikat | Preuzimanje certifikata | PretraZivanje javnog imenika

» RDC CA root certifikat & preuzimanje digitalnih certifikata
o Verifikaciski/rpot (samopotpisani) certifikat za RDC CA
(SHA1: 4c:4b\d:f2:a8:d7:64:c1-fe:dc:81:af:d6:37:0f.50:30:7a:0a:12)
e Preuzimanje digitalnog certifikata
e Preuzimanje digitalnog certifikata za Web posluZitel]
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t20NBoy2 25 LRKNIyAGA OSNIAFALFG yb RA&] NIGdzyhflY

File Download - Security Warning ' ﬁ

Do you want to open or save this file?

Name: RDCca.cer
- Type: Security Certificate, 1,07KB

From: rdc.fina.hr

npenlsﬁl

potentially harm your computer. |f you do not trust the source, do not

@ While files from the Internet can be useful, this file type can
- open or save this software. What's the risk?

Definiranje lokacije pohrane:

2]
Savein: | () web ~ Q y.

My Recent
Documents

- -
-
2

Desktop

e

My Documents

My Compuiter
-
-«
My Network  IRELTE S IRDCca.cet ~| Save
Places
Save as type: ISecufity Certificate =] Cancel
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Mozilla Firefox:

bl CANBF2E LINB3ItSRyAldz LI2GNBoy2 2S5 LINBdd AYlyaS AT ONDA G

(SHA1: 4c:4bed:f2:a8:d7:64:c1:{  ©OpenLinkin New Jab - 1
e Preuzimanje digitalnog certifikata _ OPen Linkin New Window
¢ Preuzimanje digitalnog certifikata g oo This Link

» Pretrazivanje javnog imenika Copy Link Locath

Poslovni: | (  Inspect Element (Q) pfe koristifi *, ny

N

)

Definiranje lokacij@ohrane:

24
Savein: | ) web = O _7.

My Documents

-
o
My Computer
-
My Network File name: IRDCca.cet
Places

Save

Cancel

L Lol

Save as type: |Secwily Certificate

5/22



FiskalizacijaCheck list

2. Instalacija RDC CA root certifikata

LyadlrtroOoaal w5/ /! NR2G OSNIAFALIFG Y20S &S 20FGAGA ylI

Potrebno je preko tipke StartRun (Windows XP) ili Search programs and files (Windows sgtiupimc.exe te zatim
2RFONF GA ahYey

Ren T

- Type the name of a program, folder, document, or
% Internet resource, and Windows will open it for you,

Open: ZI

O_Kc Cancel I Browse... |

st [ 6@ @ (0] I BEE | oma-

YYO 12y1 2t | >Add/Remave gnamxe&S LIR2 GNBoy2 2RI 6NI

(0p))
Qx
w»

t22l gt 2dz2

','{yj Consolel
'Fle Action View Favorites Window Help

New Ctrl+N
Open... Ctri4+0

so e

Add/Remove Snap-in..
Options... R

1 CIWINDOWS\system32\dfrg.msc
2 CAWINDOWS), . \inetsrvliis.msc
3 CAWINDOWS).. . \compmgmt.msc
4 C:IWINDOWS!,. . \devmagmt.msc

Exit
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{IRI 28 LRGNBoy2 ylI &ihedtiRaesSY SUNI ydz R2RFGA &yl LI

Add Standalone Snap-in

NET Framework 1.1 Configuration  Microsoft Corporation
Active Directory Domains and Trusts  Microsoft Corporation

W3 Active Directory Schema Microsoft Corporation
I8 Active Directory Skes and Services  Microsoft Corporation
Active Directory Users and Compu... Microsoft Corporation
ActiveX Control Microsoft Corporation

& authorization Manager Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

HEMOVE

Odabrati Computer account:

Certificates snap-in
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Odabrati Local comger:

Select Computer | x|

Select the computer you want this snap-in to manage.

~ This snap-in will always manage:
(¢ Local computer: [the computer this console is running on)

" Another computer. |

[T Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.,

< Back Fir{<h Cancel

Nakon toga predstoji import RDC CA root certifikata:

—
iti Console Root

] Console Root
=P Certificates (Local Computer)
[ Personal
R | Trusted Root Certificatic
= l:;] Enterprise Trust
#) -] Intermediate Certificatio
-] Trusted Publishers
*
[

@Certiﬁcates (Local Computer)

Find Certificates. .. |
Find Certificates. ..

1- (L] Untrusted Certificates New Window from Here
+-(_] Third-Party Root Certific
#)-(_] Trusted People Refresh
-] Address Book Help
] (] Other People
(1 sPC

{t2SRS6A S{NIyy
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Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,
To continue, chick Next,
< Bach Next Cancel ]
A3
Odabir datoteke s certifikatom:
X
File to Import
Specify the fila you want to import,
2] %]

Fie name:

Fies of type:

lROCca.cer _'__l | Open I
=

]X 508 Certificate (".cer".cit) Cancel

/7
ha
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Odabir mjesta pohrane certifikata:

Certificate Import Wizard

ovim2S 1T I @NOSyl AyadrtlrOAael w5/ /! NR2G OSNIAFALFGl @
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Preuzimanje pohrana aplikativhogcertifikata za fiskalizaciju

1. PreuzimanjeplikativnogO S NI A FA L F G F T+ FA& | & htbrheCBx@oder dz 2 AYR26a 21 NJ

Internet adresa portala za preuzimanije certifikata za fiskalizacihttjgs://mojcert.fina.hr/finacms/

bl12y OG2 a$S 2002NA aGNI yAOF T 1 LINBdz A Yl yiesS TOSINTYA Fort] NEic
a2Ffid OSNIAFALFGFAQY

Registracija
PIN registradija Preuzimanje Soft certifikata Registradja - OTP

Molimo unesite referentni broj i autorizacijski kod

Referentni broj:
FFAA6CCB085E4CS5F017F

Autorizaciski kod:

oooood

‘./Regis{'_w)ajse X Zatvori |
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Nakon upisivanja ispravnih autorizacijskih podatala{C 2 (i @I NI S{ N}y & NI} aLl2f20A08AY O

[ certifikati Kijugevi Zahtjev Izdavanje Pohrana Status
cn=FISKAL 1,=ZAGREB,0=TEST D.D. HR32343... b 4 b4 x x Spreman

L 1zdaj o aéene

hTyFE6AGS OSNIAFALLIG T+ LINBdZd AYlFyeaS A 2RIFOSNRAGS alLl RI2
h@AYS TFHLR6AY2S LINBdzd AYFyaS OSNILIAFALFGE TF FA&ALlF&GAT I OA
Lozinka za P12 datoteku

Molimo Vas da unesete lozinku za p12 datoteku.

Lozinka je potrebnu za uspjesno koriStenje p12 datoteke sa
certifikatima.

Lozinka mora sadrZavati barem jedno veliko slovo (A do Z), malo
slovo (3 do z) i brojku (0 do 9).
Zahtjevana minimalna dufina lozinke je 6 znakova.

Lozinka: 12343A

Lozinka zapisana. . ©u @ou | €3 Odustani

-

blF12y OdG2 a8 t21Ay1l1l dzZZAOS yI SINrydz LRGNBoyz2z 2S5 21yl
GALN S a! NBRdzao
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Proces preuzimanja se nastavlja.

Izdavanje .
Izdavanje certifikata u tijeku. Molimo Vas da za nastavak pricekate do
- ll l l - ' -
reiranje p12 datoteke...”
2 OsvieZi
Certifikati Kljucevi Zahtjev lzdavanje
cn=FISKAL 1,=ZAGREB,0=TEST D.D. HR32343... b 4 h 4 b 4

bl 12y G231 &8 L2l gt 2dz2eS RAZ2f 2081YAA 20 SNING FyAF 2SSy 235 LI

| Preuzimanije certifikata

)

| —

r i i
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2. Pohrana u Win XP i IE:

0% of softTokenlssuing from demo-moijcert.fina.hr Completed sl B3 |

File Download [ X | I

Do you want to open or save this file?

o

@ Name: FISKAL 1.P12
- Type: Personal Information Exchange

From: demo-mojcert.fina.hr

DOpen | Sa!;% | Cancel I

F ., While files from the Intemet can be useful, some files can potentially
- g‘ harm your computer. If you do not trust the source, do not open or -
4 savethisfile. What's the risk? .

Nakon toga je potrebno odrediti mapu pohrane:

Save As

Save'n:lbweb El O ¥ L [

k4 B3

b [E3F1sKaL 1.P12

My Recent
Documents

Desktop

4

My Documents

o

My Computer

=

-

PR File name: [FISKAL 1.P12 ~| Sav
Places
Save as type: |Persona| Information Exchange ZI Cance
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t22F @t 2dz2S asS S{UNry al 2LOA2IYlF (228 2S5 Y23dz5S L3211 NBydz

Download complete

/8

— Download Complete

FISKAL%201.P12 from demo-mojcert.fina.hr

Downloaded: 2,87KB in 1 sec
Download to: D:\instalacije\web{FISKAL 1.P12
Transfer rate: 2,87KB/Sec

[ Close this dialog box when download completes

Open Op’%Folder Close

> ;| SmartScreen Filter checked this download and did not report any
v threats. Report an unsafe download.

3. Pohrana u Win 7
Internet Explorer:

Ako se certifikat preuzimao kroz Windows 7 i@ Ny S 9 ELJ 2 NBNHz Ll2al gf 2dz2S &S
pohranu certifikata.

Copyright ® 2009-2 Do you want to open or save FISKAL 1.P12 from demo-mojcert.fina.hr?

vl GNDSGE ] LI2&addlF LR2KNIyS (NRT LyGaSNySd 9ELX 2 NBNY

The FISKAL 11.P12 download has completed. Open ». Open folder View downloads
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Mozilla Firefox:

Ako se certifikat preuzimao kroz Windows 7 u Mozilla Firefoxu pojavljuje séSsbjgd S 1 NI y' Y

Odabrali ste pokrenuti

|25 FISKAL 1.P12
koja je: P12 File
iz: https://demo-mojcert.fina.hr

Sto bi Firefox trebao uéiniti s ovom datotekom?

() Otvoris Pretrazi...

| Od sada ucini to automatski za datoteke poput ove.

Otvaranje mape u Firefoxu:

vesna.jpg Otvori sadrzajnu mapu

s 701 KB —c¢ Idi na stranicu preuzimanja

Kopiraj poveznicu preuzimanja(l)

Oznaci sve

FHc g i Ukloni s popisa

154 KB — googleusercontent.com

hoaY 28 1 @ Niflikagiskogienifikaia f | OA 2|
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Eksport certifikata

{t2SRSO6A 12N} 2SS S1aLR2NI OSNIAFALFOGF X

NJ RA

Iz izbornika Internet Explorera Toblsiternet Options>Catent->Certificatesht SNB& 2 y | €

fiskalizaciju te odabrati tipku Export:

Certificates ]

2| x

Intended purpose: I<AII>

=

Personal |0ther People l Intermediate Certification Authorities | Trusted Root Certificatior_4 I » |

Issued To
=2 FISKAL 1

Test 07.09.2014

Friendly Name
<None>

Import. .. I Export[\LI Remove |

N

bl 12y O 20 ALUSWAdE AZ&9yESLI2SNT n

Certificate Export Wizard

Wizard

store to your disk,

certificates are kept,

To continue, click Next.

Lize2l gal

Welcome to the Certificate Export

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where

E__[‘l_-ext> j [ Cancel ]

17/22

w»

vy oat

a
GNBO6I LINR)

1N yY



FiskalizacijaCheck list
Odaberiteli A LJ] dz { b SEGNn A L2l @rAlG 65 a8 aft 2SRS6A RA2ltz3aY

Certificate Export Wizard @

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(®)¥es, export the private keyi
(O Mo, do not export the private key

[ < Back ][_Next > ] [ Cancel ]

Odaberite2 LIO N&dexpblli (1 KS LINA G G8 LA 82 G bBEMWNRGAAYAGS
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